
































Dead

Up

Phase Diagram

A\ 4

Fail

Establish

Opened

A

Down

Terminate

A

Authenticate
Fail Success/None
A 4
X Closing
Network













PAP r User DB

Client NAS

Authenticate Request

A 4

P Authenticate (Ack)

S~ OR ---

Authenticate Request

. Authenticate (Nack)







CHAP ) User DB

Client NAS Response =
Md5 (ID+Client-Password+Rnd)

Challenge

A

Response

Q? Success
Nas-Hash =
Md5 (ID+NasPassword+Rnd)

A 4

A

--- OR ---

Challenge
Response

A

A 4

Failure

y

Success






Client

Configure-Request

NAS

A 4

Configure-Ack

A

Configure-Request

Configure-NAck

\4

A

Configure-Request

A 4

Configure-NAck

A

Configure-Request

A

Configure-Ack

A 4




Eg PPP-Lcp

Client NAS

Terminate-Request

\4

Terminate-Accept

A




Client

PPP-Lcp

Echo-Request

NAS

Echo-Reply

A 4

A

Echo-Request

A

Echo-Reply

A 4







PPP-Lcp 4 User DB

Client NAS
Configure-Request

\4

Configure-Ack

Configure-Request
Configure-Ack

A 4

Echo-Request

A 4

Echo-Reply

A

Authentication-Phase
NCP

A A
Yyv

Echo-Request

Echo-Reply

Terminate-Request
Terminate-Accept

\ 2 4

A












Encapsulation Process

Bits

Data
Header Payload
Header Payload
Header Payload

Physical




PPP - Frame

Protocol | Information Padding

1/2 Octets 0 or more Octets 0 or more Octets

|

[









PPPOE

Host Access Concentrator
PADI -> bcast
PADO
PADR
PADS

A\ 4

A

A 4

A

PPP
-

PADT
PADT

\4

A




PPP Over Ethernet - Encapsulation

PPP Frame

Protocol | Information Padding

| 1/2 Octets 0 or more Octets 0 or more Octets |
[ \

PPPoOE Frame

Ver | Type Code Session_ID Lenght Payload
| 4 Bits 4 Bits 1 Octet 2 Octets 2 Octets 0> 1494 Octets |
[ |
IEEE 802.3

Preamble | Sfd | Destination Address |Source Address | Lenght Payload Pad | Fcs

| 7 Octets 1 Octet 6 Octets 6 Octets 2 Octets 46-1500 Octets 4 OcteJts
[ |
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